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● Secure Surfing
● Recognize phishing
● If you get hacked
● Useful toolsTopics
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Secure Surfing
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Safe Browsing

Use Safe Browsing in Chrome - Android - Google Chrome Help

Browse more safely with Microsoft Edge | Microsoft Learn

https://support.google.com/chrome/answer/9890866?hl=en&co=GENIE.Platform%3DAndroid
https://learn.microsoft.com/en-us/deployedge/microsoft-edge-security-browse-safer
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• You are asked to continue the sale 
outside of the website.

• You are asked to pay via a parcel or 
transport company.

• You are asked to perform a bank 
verification.

• The buyer offers you a higher amount 
than what you asked for.

• You are asked to pay a deposit to 
confirm the sale

• No padlock, no purchase: check if it uses 
"https://" rather than just "http://" in the 
URL
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Be careful when connecting to free public wifi

In the train station, in stores, in airports... cybercriminals are using this same 
internet connection to monitor your activities. If possible, use 4G/5G

brusselsairport

bxl_airport
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Don’t tell ChatGPT your Secrets

• Personal information
• Company sensitive information
• Company proprietary software
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Recognizing 
Phishing Emails 
and 
Telephone Scams
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Unexpected

Urgent Unknown 
Sender 

the 
three 

U’s

Do you know the person who sent the e-mail?

Do you find the request strange?

Is someone trying to make you curious?

Did you really get a first reminder to pay? 
Do you know that 'friend in need’ ?

Where does the link you need to click on lead to?
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Check the Sender
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Examples

Federal employees don’t use gmail

.eu is suspicious domain for Federal police
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.uk domain looks suspicious
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Look Closely for lookalike domains

Replacement:
ltsme.be

c0cac0la.com

Subdomains:
bnpparisbas.fortis.be

coca.cola.com

Typo squatting:
financies.belgium.be

arnazon.com

Omission:
befius.be

micosoft.com
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Check URL links

Right mouse click to verify URL
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Smishing - SMS messages
Never click on the link, go directly to the bank or parcel service's web page or app
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And if you get 
hacked
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1. Change password: If you have entered a password that you also 
use elsewhere, change it immediately. Change it everywhere you use it.

2. Notify Card stop : If you have entered your credit card or debit card 
details, notify Card Stop 078 170 170 (+32 78 170 170 from abroad).

3. Contact your bank immediately, to block your last payment 
and possibly also your account.

4. Contact the police: If you notice that money has been stolen from your 
bank account, be sure to file a complaint with the police.

5. Inform Safe on web: Forward the suspicious message you clicked on 
to suspicious@safeonweb.be

6. Avoid to pay Ransom: you have no guarantee whatsoever that you 
will recover your data in a safely. Check www.nomoreransom.org to see whether 
the key for this ransomware is available. Perform a full reinstallation of your device 
and use a backup to restore your data.

https://www.cardstop.be/en/home.html
mailto:%20suspicious@safeonweb.be
https://www.nomoreransom.org/
https://www.safeonweb.be/en/make-back-ups
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http://www.safeonweb.be

http://www.safeonweb.be/
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http://www.safeonweb.be

http://www.safeonweb.be/
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Useful tools
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Install the Safeonweb App
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Are your passwords circulating on the Internet ?

You can check for yourself on the Haveibeenpwned website. 

https://haveibeenpwned.com/
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EDUbox Cybersecurity (NL)

EDUbox Cybersecurité (FR)

https://www.vrt.be/nl/edubox/catalogus/#cybersecurity
https://edubox.vrtnws.be/cybersecurity-fr/index.html?page=Cybersecurity
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